
Multi-Dimensional Quorum Setsfor
Read-FewWrite-Many ReplicaControl Protocols

Bujor Silaghi, PeteKeleherandBobbyBhattacharjee
Departmentof ComputerScience,Universityof Maryland,CollegePark

f bujor, keleher, bobbyg@cs.umd.edu

Abstract

We described-spaces,a replicacontrol protocolde�ned
in termsof quorumsetson multi-dimensionallogical struc-
tures. Our work is motivatedby asymmetricalaccesspat-
terns,where thenumberof readaccessesto dataare dom-
inant relative to updateaccesses,i.e. where the protocols
shouldberead-few write-many. D-spacesare optimalwith
respectto quorumgroup sizes. The quality of the trade-
off betweenread ef�ciency and updateavailability is not
matched by existing quorum protocols. We also propose
a novel schemefor implementingd-spacesthat combines
caching andlocal informationto providea best-effort form
of global views. This allows quorumrecon�guration to be
lightweightwithout impactingaccesslatencies,evenwhen
therateof membershipchangesis veryhigh.

1 Intr oduction

This paperpresentsa new quorum protocol basedon
multi-dimensionallogical structurescalled d-spaces. Our
work is motivated by two dominant characteristicsof
presentlydeployed peer-to-peer(P2P) infrastructuresand
proposedoverlaynetworks[10, 14, 11]. First,datareadsac-
countfor thevastmajority of accessesto itemsexportedby
P2Pservices.PresentlydeployedP2P�le-sharingutilities �t
this description,with the vastmajority of dataexportedby
participantsunalteredaftercreation.Second,active partici-
pationin suchnetworks is highly transient,with users/sites
frequentlyjoining andleaving theservice[12].

Useof d-spacequorumsprovides the following advan-
tages:

� They provide a better combinationof ef�ciency and
availability thanexisting methods. In particular, a d-
spacecanbecon�guredtogiveoptimalcommunication
complexity (quorumsetsizes)for any givenread/write
accessratio,withoutcompromisingavailability.

� Theiruseof local informationallowsmuchmore�e xi-

bility thanapproachesbasedon globalviews. Oneim-
plicationof this �e xibility is thatmembershipchanges
donot requireglobalrecon�gurationphases.

Wesupportone-copy equivalence[4] andserializableex-
ecutions. Together, thesegive us one-copy serializability,
which is alsothecorrectnesscriteriasupportedby theread-
onewrite-all approach(ROWA) [2], thequorumconsensus
scheme[6], andtheavailablecopiesmethod[7].

Supportingone-copy equivalenceimplies thatall copies
of an objectshouldappearasa single item to clients. Ef-
�ciency requiresthat only a small fraction of the setof all
copiesbeaccessedduringany reador write operation.This
is especiallyimportant for readoperations,which tend to
representthe dominantwrite accessesfor mostapplication
classes.Finally, we would like to achieve both strict con-
sistency and operationalef�ciency without sacri�cing the
availability of data,asthis is themainreasonfor datarepli-
cation.All theserequirements(readef�ciency, updateavail-
ability, andstrict correctness)hold for applicationsthatbe-
longto theclassicaldistributedsystemsdomainevenasthey
arebeingmigratedor re-engineeredto work in a P2Penvi-
ronment.For instance,distributeddatabasesis onesuchap-
plicationdomain,andthe PIER project[8] a notableeffort
in thisdirection.

Thereis acleartrade-off betweentheef�ciency of aquo-
rumprotocolandits operationalavailability. Thebreak-even
point dependsprimarily on thelogical structure(or thelack
thereof)thatarrangesparticipatingsites.We arguethatpro-
tocols basedon d-spacequorumsare superiorto existing
protocolsbothin termsof ef�ciency andin availability.

The remainderof this paperis structuredasfollows. In
Section2 we brie�y describeexisting quorum protocols
with emphasison structuredquorums. Section3 de�nes
d-spaces,a quorumconsensusreplica control protocol on
multi-dimensionalspaces. In Section4 we show that the
protocolis optimalwith respectto communicationcomplex-
ity (ef�ciency). In Section5 we analyzethe d-spaceoper-
ationalavailability. Section6 contraststhe protocol's per-
formancewith two well known replicacontrolprotocols.A
lightweight recon�gurationmechanismthatcombineslocal



informationandglobalviews is discussedin Section7. We
summarizeour�ndings andconcludethepaperin Section8.

2 Relatedwork

Synchronizationin quorum-basedreplicacontrol proto-
colstakesplaceby de�ning groupsof sitesthatneedto agree
beforelaunchingan activity, andrequiringthe intersection
of groupsde�ned for con�icting activities. A readoperation
on a copy con�icts with all write operationson any copy
of the object. A write operationon a copy con�icts with
all readandwrite operations.We will refer to thegroupof
sitesneededto performa read(write) operationasthequo-
rum groupfor thatoperation.Thecollectionof read(write)
quorumgroupsis calleda read(write) quorumset. Thus,
any elementof areadquorumsetmustintersectall elements
of a write quorumset,which in turn must intersectamong
themselvesin apairwisefashion.

2.1 Voting

Gifford de�nes quorumsetsin termsof weightedvot-
ing [6] for synchronizingconcurrentaccessesto shared�les.
If thetotalnumberof votesis v , vr votesareneededto read
a �le, andvw votesareneededto write a �le, suchthat (i)
vr + vw > v and(ii) 2vw > v.

Thomasde�nes majority quorumsas quorum sets for
whicheachquorumgroupcontainsamajorityof copies[15].
Again, this is a specialcaseof weightedvoting for which
vr = vw = bv=2c + 1. This assignmentprovidesthe best
symmetricavailability for readandwrite operations.

2.2 Structur edquorums

Quorum sets de�ned on logical structuresuse struc-
tural informationto de�ne intersectingquorumgroups.We
brie�y presenttheGrid protocol,the treeprotocol,andthe
hierarchicalquorumconsensusprotocol.

Cheungel al. de�ned a replica control protocol using
quorumson a 2-dimensionalgrid [5]. Quorumgroupsfor
readoperationsconsistof oneline, andquorumgroupsfor
write operationsconsistof one line andonecolumn. The
authorsobserve that insteadof a line, for both read and
write quorums,a more relaxed con�guration that requires
onenodein eachcolumncanbe employed. The Grid pro-
tocol haslow communicationcosts(O(

p
N )), and is best

suitedfor scenarioswherethe frequency of readandwrite
operationsare on the sameorder. Many variantsand im-
provementsof the Grid protocolhave sincebeenproposed
by theresearchcommunity.

The tree protocol proposedby Agrawal and El Abbadi
organizesthe setof copiesin a binary treewith logN lev-
els[1]. A quorumgroupis formedby includingall thesites

in somearbitrarypathfrom theroot to a leaf. Thetreepro-
tocolhasthelowestmessagecomplexity (O(log N )) among
all structuredquorumschemes,assumingnositefailures.In
the presenceof failures,the algorithmdegradesgracefully
asprogressively moresitesareinvolvedin a quorumgroup,
for a maximumof N=2. The approachis lessappealing
when consideringthe distribution of accessesover the set
of copies.Therootsiteis partof all quorumgroups(assum-
ing no failures),while a leaf site is partof N=2 timesfewer
quorumgroups.Thetreeprotocolis nottruly distributedand
employsaweakform of decentralizationto ensureexclusion
of accesses.

Kumarextendsweightedvotingtovotingonmultiplelev-
els of a hierarchy comprisingthe setof all replicas[9]. In
contrastto the treeprotocol,physical copiesof objectsare
storedonly at the leavesof the tree,while all other levels
servea logicalgroupingpurpose.In effect, theprotocolper-
formsa hierarchicalpartitioningof thereplicaset. Givena
perfectlybalancedtreewith m + 1 levels (with theroot on
level 0 andreplicason level m) suchthata nodeon level i
hasl i +1 children,theoverall numberof replicasis

Q m
i =1 l i .

A nodeassembledon level i mustin turnrecursively assem-
bler i +1 (wi +1 ) of its l i +1 childrennodesonlevel i + 1 for a
read(write) quorumgroup.Theroot nodeis partof all read
(write) quorumgroups.Thequorumintersectioncondition
is satis�edif (i) r i + wi > l i , and(ii) 2wi > l i for all levels
i = 1:::m.

A readquorumgroupde�ned by thehierarchicalquorum
consensusschemeconsistsof

Q m
i =1 r i copies,anda write

quorumgroupsof
Q m

i =1 wi copies.Optimalquorumgroup
sizesare obtainedfor the hierarchicalconsensusmethod
wheneachgroupcontainsthreesubgroups,i.e. l i = 3. In
thiscasesymmetricalquorumgroupsconsistof N 0:63 sites.
Themethodallows for imbalancedquorumgroupsfor read
andwrite operationsto be speci�ed. For thesereasonswe
have chosenit to contrastthe performanceandavailability
of thed-spaceapproach.

3 D-spacequorums

We de�ne quorumgroupson multi-dimensionalspaces
and show how read-few write-many replicacontrol proto-
colscanbeimplementedusingourmethod.

3.1 De�nition

Assumewe have N replicasof a dataitem arrangedin a
d-dimensionaldiscretespaceD, andthateachdimensioni
in D is indexed from 1 to n i , i.e. N =

Q d
i =1 ni . D is an

abstractspace,andtheN replicasdo not necessarilycorre-
spondto physical copies. For this reasonwe will refer to
replicasasnodesandnot sites. In Section7.2 we discuss
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Figure 1. Example of 3­space read and write
quorum groups. a) A read quorum (R or R0)
inter sects all write quorums. A write quorum
(W or W 0) inter sects all read quorums and all
other write quorums. b) A cover of a plane
(�lled points) can be used instead of the plane .

how nodesaremappedto sites. Until thenwe assumethat
nodes(replicas)aresites(servers).

We choose k of the d dimensions in D , and let
ui 1 ; ui 2 ; : : : ; ui k be k arbitrarycoordinateson selecteddi-
mensionsi 1; i 2; : : : i k . Similarly, let vj 1 ; vj 2 ; : : : ; vj d � k be
arbitrary coordinateson the rest of the d � k dimensions
(j 1; j 2; : : : ; j d� k ). Wede�ne subspacesU andV to be:

U = f (x1; : : : ; xd) 2 D ^ (x i t = ui t )t =1 :::k g (1)

V = f (x1; : : : ; xd) 2 D ^ (x j t = vj t )t =1 :::d � k g (2)

SubspacesU andV overlapandtheirintersectionis mini-
mal. Thereexistsasinglepoint(node)commonto U andV .
The intersectionpoint is givenby coordinatesui 1 ; : : : ; ui k ;
vj 1 ; : : : ; vj d � k writtenin canonicalorder. In a2-dimensional
space,U andV representintersectinglines parallel to the
two axes.NotethatU andV factorizespaceD in thesense
that jD j=jUjjV j. Thuseachof the two subspacescontains
considerablyfewer nodesthat theoriginal spaceD. In par-
ticular, thesumjUj + jV j is minimizedwhenjUj = jV j.

Let areadquorumgroupbeV , andawrite quorumgroup
beV [ U. Any two write quorumgroupsintersect,andany
readquorumgroupintersectsany otherwrite quorumgroup.
Thequorumintersectionpropertyis satis�edandreadsand
writes areserializable.In particular, one-copy serializabil-
ity [3] is guaranteed.On the left sideof Figure1 we illus-
trate readand write quorumgroupsfor a 3-spacequorum
set. A readquorumrequires3 nodes,anda write quorum
requires9 + 2 = 11 nodes.For a 3-spacethereexists an-
otherspacefactorization(0 versus3 dimensions)whichis in
effectROWA.

For clarity of exposition we will assumehereafterthat
the extensionof the replicaspaceis the samealongall di-
mensions,i.e. n i = N

1
d for all i = 1: : : d. All the results

presentedcaneasilybeextendedto accountfor thegeneral
caseformally de�ned above. Given the new constraints,
the replica spacebecomesa regular d-dimensionalspace,

with spaceV containingN
k
d pointsandspaceU contain-

ing N
d � k

d points. A readquorumgroupwill thusconsist
of N

k
d nodeswhile a write quorumgroup will consistof

N
k
d + N

d � k
d � 1 nodes.

3.2 The Read­FewWrite­Many approach

Moreinterestingfor distributedsystemsarequorumssets
that arehighly asymmetrical,i.e. for which d is relatively
high comparedto k. We call this instantiationof d-space
quorumsetsthe read-few write-manyapproach(RFWM).
Onesuchinstanceis givenby readquorumgroupsconsist-
ing eachof N

1
d nodes(a line), and write quorumgroups

consistingeachof N
1
d + N

d � 1
d � 1 nodes(aline andahyper-

plane).For easeof presentationwe will alsoreferto N
k
d as

a line andto N
d � k

d asahyper-plane.
Read-few write-many replica control protocols are

amenableto scenarioswherethe frequency of readopera-
tions is ordersof magnitudehigher than the frequency of
write operations.We call the ratio of frequenciesfor read
andwrite operationstheread/writeaccessratio. Thecom-
municationcomplexity of a replicacontrol protocol is the
expectednumberof replicasto be contactedper operation.
Ourgoalis to minimizetheprotocol'scommunicationcom-
plexity, irrespective of operationtype (i.e. reador write).
Therefore,theratioof quorumgroupsizesfor readandwrite
operationsshouldbe inverseto the read/writeaccessratio.
By � wr we denotetheratio of thewrite quorumsizeto the
readquorumsize.When� wr equalstheread/writeaccessra-
tio, thecommunicationcomplexity of aread-few write many
replica control protocol is minimized. Any proportionof
readandwrite operationscanbe modeledby choosingap-
propriatevaluesfor k andd (or moregenerally, for d and
dimensionextensionsn i ).

Althoughwehavede�ned readandwrite quorumgroups
in termsof projective subspaces,thesetof N

d � k
d nodesin

a write quorumgroupneednot strictly conformto thedef-
inition. We allow any cover of a hyper-planeto act asthe
secondcomponentof a write quorumgroup. A cover of a
hyper-planeis any set of points suchthat their projection
covers the whole hyper-plane. For our discretespacewe
areinterestedin the minimal cover of a hyper-plane,i.e. a
coverhaving exactlyN

d � k
d points.Relaxingawrite quorum

group to a line combinedwith the cover of a hyper-plane
greatlyimprovestheavailability of write operations.On the
right sideof Figure1 weshow a(minimal)cover for aplane
thatcanbepartof a 3-spacewrite quorumgroup.Notethat
any of the threeplanesparallel to the baseof the cubeis
coveredby thecover shown.

As an exampleof a RFWM replicacontrol protocolus-
ing quorumconsensuson d-spaces,we note the classical
approachof usingversionnumbersto identify thelatestup-
date,andlocking to enforcemutualexclusion.



4 Optimality of communicationcomplexity

As notedabove we expectreadandwrite quorumgroup
sizesto beinverselyproportionalto theaccessfrequency for
the correspondingoperations. We argue that replica con-
trol protocolsusingd-spacesprovide optimal communica-
tion complexity, i.e. readandwrite quorumsizesaremini-
mal for a givenaccessratio. We requirethefollowing con-
straintsonany quorumsetde�ned ond-spaces:

QS1 Eachread(write) quorumgroupin the sethasr (w)
nodes. The conditionensuresthat the messagecom-
plexity of an operationis independentof the quorum
groupchosen.

QS2 Eachnodeappearsin at leastonequorumgroup.The
conditionensuresthatall copiesareusedeffectively.

QS3 Eachnodeis containedin the samenumberof read
(write) quorumgroups.Theconditionensuresuniform
load sharingover the setof all copies(assumingquo-
rumgroupsareselecteduniformly atrandomwhenper-
formingoperations).

GivenconditionsQS1-3,Theorem1 statestheoptimality
of the approach.The following lemmawill help us prove
thetheorem.

Lemma 1. A setW that intersectsall elementsof a read
quorum set satisfyingconditionsQS1-3containsat least
w = N=r elements.

Proof. Assumeeachnode is containedin g distinct read
quorumgroups(by QS3). We also have that g > 0 (by
QS2).Thetotalnumberof nodes,consideringall duplicates
asdistinctelements,is gN . Sincetherearer nodesin each
readquorumgroup(by QS1),therearegN=r readgroupsin
thereadquorumset.

WeconstructW startingwith theemptyset,suchthatW
intersectsall gN=r readquorumgroups.Every nodeadded
to W is containedin exactly g of the readquorumgroups,
and ensuresthe intersectionof W with the corresponding
groups.Thus,with theadditionof onenodewecancoverthe
intersectionof W with at mostg groupsin thequorumset.
Sincethereare gN=r quorumgroups,at leastN=r nodes
needbeaddedto W to cover its intersectionwith all groups
in thereadquorumset.

Theorem 1. Readquorumsetsde�ned usingd-spacesare
optimalwith respectto quorumgroupsizefor anyread/write
accessratio � wr . Write quorumsetsare optimal within a
factorof 2.

Proof. Let k andd besuchthatsuchthatN
d � k

d � N
k
d � wr .

Wede�ne d-spacereadquorumgroupsof sizeN
k
d andwrite

quorumgroupsof sizeN
k
d + N

d � k
d � 1 in theusualmanner.

We have that (N
k
d + N

d � k
d � 1)=N

k
d = O(w=r), andthe

quorumssatisfytheread/writeaccessratio.
A readquorumgroupcontainsN

k
d nodes. Every node

appearsin exactly oneof the readquorumgroups(g = 1).
In fact,thereadquorumsetde�nesa partitionon thesetof
all copies,whereeachmemberof thepartitionhasthesame
numberof nodes.ConditionsQS1-3arethussatis�edandby
Lemma1 wehavethatwrite quorumgroupsmustcontainat
leastN

d � k
d elements.SinceN

k
d + N

d � k
d � 1 � 2N

d � k
d

(assumingk � d � k), we have that write quorumgroups
arewithin a factorof 2 from theoptimalsize.

ReadquorumgroupscannotcontainlessthanN
k
d nodes

sincethat would proportionatelyincreasethe sizeof write
quorums(as given by Lemma 1). This would break the
read/writeaccessratio. Thus,readquorumgroupsareop-
timal with respectto size.

We describehow k and d can be chosensuchthat the
accessratioconditionis satis�ed.GivenN nodesandaccess
ratio � wr , we are looking for quorumsizesfor write and
readoperations,w andr , suchthat (i) w = N=r, and(ii)
� wr = w=r. Thus we have that w =

p
N � wr and r =p

N=� wr . N canbefactorizedin thelist of its primefactors.
Thelist canthenbepartitionedin two sublistssuchthatthe
multiplication of prime factorsin onelist approximatesw,
andin thesecondlist approximatesr .

Givenw andr , valuesfor k andd caneasilybeidenti�ed
suchthatN

k
d approximatesr , andN

k
d + N

d � k
d � 1 approx-

imatesw. For thegeneralcase,wheretheextensionof the
replicaspacedoesnot have to bethesamealongall dimen-
sions,we have more�e xibility in choosingtheparameters.
If N hasfew primefactors(e.g.N is aprimenumberitself),
a neighboringnumberof N canbefactorizedinsteadof N .
In this case,a few holeswill bepresentin thestructure,and
quorumgroupscontainingtheholeswill notbeoperational.
In Section7.2 we discusshow nodescanbe mappedonto
sitessuchthatN is chosenatwill, andany numberof phys-
ical copiesis naturallyaccommodated.

5 Availability analysis

Fault toleranceis re�ected in the availability of the last
update(dataavailability), and the availability of readand
write operations.We establishtheseavailabilitiesnext. We
assumethat the network is reliable,nodefailuresareboth
independentandfail-stop[13], andall nodesareidentical.
Let p betheprobabilityof a nodebeingoperational,i.e. the
node'savailability. Givenp, theprobabilityof �nding m op-
erationalnodesamongtheN nodesis givenby thebinomial
distribution:

b(N ; m; p) =
�

N
m

�
pm (1 � p)N � m (3)



5.1 Readavailability

Theavailability of readoperationsis theprobability that
the operationconcludessuccessfully, assumingno state
changeswhile it is in progress.Readoperationsarerobust:
any line of N

k
d nodesneedsto beoperationalfor a readto

succeed.ThereareN
d � k

d candidatelines to choosefrom.
A line is availablewith probabilitypN

k
d , while m selected

linesareavailablewith probability:

� line (m) = pmN
k
d (4)

Knowing that thereareN
d � k

d potentiallines to choose
from, theavailability of readoperationsis givenby:

� R
RFWM = 1 � (1 � � line (1))N

d � k
d

= 1 � (1 � pN
k
d )N

d � k
d

(5)

5.2 Write availability

ROWA is deemedunsatisfactorydueto its stringentre-
quirementthat all copiesbe availablewhenever an update
occurs. The read-few write-many approachapproximates
ROWA from the read ef�ciency standpoint,and dramati-
cally improves over its write availability. The availability
of write operationsis theprobabilitythattheoperationcon-
cludessuccessfully, assumingnostatechangeswhile it is in
progress.A write is successfulif oneline of N

k
d nodesto-

getherwith a cover of a hyper-planeof N
d � k

d nodescanbe
accessed.Note that sincethe line alreadycoversonenode
in thehyper-plane,only N

d � k
d � 1 nodesneedto befurther

covered.Moregenerally, awrite is successfulif m linesand
acover of N

d � k
d � m nodesareoperational.

The cover of a hyper-planeof m nodesis available if
thereis at leastone available nodein eachof the m cor-
respondinglines. We furtherrequirethateachsuchline not
befully available. At leastonenode,but not all of them,is
availablein a line with probability:

� pointC =
N

k
d � 1X

m =1

b(N
k
d ; m; p)

= 1 � pN
k
d � (1 � p)N

k
d

(6)

The availability of a hyper-plane cover of m selected
nodesis:

� planeC (m) = (� pointC )m

= (1 � pN
k
d � (1 � p)N

k
d )m

(7)

To computethe availability of write operationswe add
theprobabilitiesfor all combinationsof m availablelines(4)
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Figure 2. Operation availability for DSP, HQC
and GRID with 6; 561nodes and � wr = 81.

andN
d � 1

d � m additionalnodesavailablein acover (7):

� W
RFWM =

N
d � k

dX

m =1

�
N

d � k
d

m

�
� line (m) � � planeC (N

d � k
d � m)

= (� line (1) + � planeC (1))N
d � k

d � � planeC (N
d � k

d )

= (1 � (1 � p)N
k
d )N

d � k
d

� (1 � pN
k
d � (1 � p)N

k
d )N

d � k
d

(8)

6 D-spaces,Grid, and HQC

We comparethe communicationcomplexity andopera-
tion availability of the d-space(DSP), Grid (GRID), and
hierarchicalquorumconsensus(HQC) methods. We only
examineskewedscenarios,wherereadoperationsdominate
accessesto data.

HQC is optimalwheneachlogical groupis decomposed
in threesubgroups,andthe resultinghierarchy is perfectly
balanced.We choosethe numberof nodeswith respectto
suchcriteria, i.e. N = 3m (l i = 3). Further, the quorums
in HQC weredistributedat eachlevel suchthatwrite avail-
ability is optimizedsinceupdatesarethecritical component
with respectto failures(i.e. consistentlyhaving loweravail-
ability thanreadoperations).

6.1 Fault tolerance: operational availability

Figure2 shows thereadandwrite availability asa func-
tion of nodereliability for d-spaces,grids,andhierarchical
quorumconsensus.6; 561nodesareconsideredandtheac-
cessratio modeledis � wr = 81. Theoverall availability of
a protocolis establishedby thecurve thathaspooreravail-
ability amongthe readandwrite curves. For all threepro-
tocolsconsideredreadsalwayshave betteravailability than



updates.Thus,DSPcan toleratehigherdegreeof failures
thanbothGRID andHQC.

GRID hasthe poorestavailability for the con�guration
shown in Figure 2. The Grid protocol targetssymmetri-
cal scenariosfor which theexpectedfrequency of readand
write operationsis approximatelythesame(� wr � 1). The
d-spaceprotocolis a generalizationof Grid to multiple di-
mensions.It is also reciprocalto Grid in the sensethat it
de�nes inverted quorum groupswith respectto subspace
covers. Thesetwo propertiesenableit to deliver goodup-
dateavailability even when readsoccur ordersof magni-
tudemoreoften thanupdates.If the frequency of execut-
ing readandwrite operationsis substantiallydifferent,quo-
rumsshouldbe de�ned usingthe d-spaceapproach,other-
wisethey shouldbede�ned usingtheGrid approach.

6.2 Ef�ciency: communicationcomplexity

We arguedthat d-spacequorumsetshave optimal mes-
sagecomplexity for any accessratio. We now show how
communicationcostsfor thehierarchicalquorumconsensus
relateto d-spaces.Grid hasthesamecommunicationcom-
plexity asd-spaces.

In Figure2 we labeledthe availability curvesusingthe
numberof nodesin thereadandwrite quorumgroups.For
thecon�guration shown, HQC hasreadandwrite quorums
that arealmostdoublein sizeascomparedto d-spaces(or
Grid). Moregenerally, it canbeshown thatthecostratio for
readoperationsin HQCversusDSPis givenby:


 R =
�

N
� wr

� log 9 ( 4
3 )

�
�

N
� wr

� 0:13

(9)

while for write operationsis givenby:


 W =
� wr

� wr + 1

 R (10)

Weshow in Figure3 how theef�ciency of HQCandDSP
relateto eachother as a function of systemsize, for read
andwrite operationsandaccessratios9, 81, and729. For
a given� wr , theratio of communicationcostsfor bothread
andwrite operationgrows with N . Thus, the d-spaceap-
proachscalesbetterthanHQC.ImplementingRFWM using
d-spacesresultsin a messagecomplexity 2–3 times lower
thanimplementingit usinghierarchicalquorumconsensus.
Besidesaving network resourcesthis also materializesin
betterloadsharingatsitesholdingcopies,andincreasedsys-
temthroughput.Theexpectedincreasein systemthroughput
is proportionalto 
 R for readoperations,and
 W for write
operations.

7 Quorum recon�guration

P2P systemsare highly volatile networks in the sense
thattherateof membershipchanges(users/sitesjoining and
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leaving thesystem)is very high. A siteleaving thenetwork
canmake at leastonequorumunavailable.Mechanismsare
neededto recon�gurequorumgroupson thed-spacestruc-
ture(or thed-spacestructureitself) suchthatdeadlocksce-
narioswhenquorumgroupscanno longerbeassembledare
avoided. Existing approachesuseglobal knowledgeto re-
con�gure quorumgroups.In orderto consistentlyestablish
a new global view, global agreementis requiredusuallyin
theform of having to gatherawrite quorum.Globalknowl-
edge,even in limited formsis not a feasibleoptionfor P2P
networksthatexperiencefrequentmembershipchanges.

7.1 Global view vs. local information

Thefactthatlogically-structuredquorumapproachesare
not accommodatingto mutations(recon�guring the space,
addingor removing nodesindividually or in group)is inher-
ent to its global view of a logical structure. Flexibility is
sacri�ced for the sake of ef�ciency. At the otherextreme,
similar structuresaremaintainedby the CAN overlay net-
work [10] to routeamongparticipantsin peer-to-peernet-
works.CAN lacksa globalview anduseslocal information
(eachsitesknowsits 2d immediateneighbors)to arrangethe
sitesin ad-dimensionaltorus.

Recon�gurationcanbe localizedif only local informa-
tion is usedto routepackets. However latency is hurt asan
isolatedremotecontactfor anodein CAN networksrequires
O(dN

1
d ) incrementalhopstoward the destination.The la-

tency to accessa quorumgroup in d-spaceswith local in-
formationis given by the sizeof the correspondinggroup,
i.e. N

k
d for readsandN

d � k
d + N

k
d � 1 for updates.Even

thoughquorumsizesarethesameirrespectiveof implemen-
tation choice(global view or local information), the high
latency of thelattermakesit prohibitive asa supportmech-
anismfor implementingstructuredquorums. Further, the
messagecomplexity of the local informationapproachalso



increasesasincrementalforwardingis requiredto reachar-
bitrarynodesin theoverlaynetwork.

Nodespacevirtualizationprovidesa local alternative to
global recon�gurationprotocols. The methodde�nes the
nodespaceindependentof thesetof sitesholdingthephysi-
calcopies.Local informationis combinedwith abest-effort
form of global views to achieve seeminglycontradicting
goals: lightweight local recon�gurationsand good global
latencies.

7.2 Virtualizing the d­space

Thoughwe have heretoforeassumedthat they werethe
same,thereareadvantagesto makinga distinctionbetween
thereplica(node)space,andthesetof sites(servers)hosting
thephysicalcopies.Which replicasarehostedby serversis
givenby themappingprocedure.

A server can host more than one replica; a replica is
hostedby exactly oneserver. Replicasform a pre-de�ned
andstaticd-space.Thereplicaspaceis virtual in thesense
that thereis no one-to-onecorrespondencebetweennodes
and physical copies of a data item. Instead, all nodes
mappedto a site correspondto onephysical copy. Servers
form a dynamic(with respectto membershipchanges)and
unstructuredspace.Thus,theserverspaceis thesameasthe
spaceof physical copies,andthereis a many-to-onehost-
ing relationshipamongnodesandservers. Datavaluesand
versionnumbersof replicasmappedto aserverareautomat-
ically keptconsistentatall times.

The replicaspaceis very large,suchthat the numberof
siteswill nevermatchthenumberof nodes,andwill feature
high dimensionality. For instance,N = 2d with d �x ed(32
for instance)andthe d-spacebecomesa hypercube.Each
nodehasexactly d neighborsin the replicaspace,andthe
shortestpathbetweenany two nodesis boundedby d.

7.3 Joining and leaving the structur e

A site hasasmany neighboringsitesasde�ned by the
mappingof nodesto sites. Two sitesareneighboringeach
otherin the server spaceif andonly if they hostneighbor-
ing nodesin the hypercubereplicaspace.Whensitesjoin
or leave thestructure,we usehypercuberoutingto forward
requestsin thenetwork, andaprotocolsimilar to CAN's for
splitting andmerging thezones(subspaces)assignedto af-
fectedsites.Giventhenumberof sitesin thesystemS, the
assignmentprotocol can perform an almostperfectly bal-
ancedmappingof nodesto sites:90%of siteswill holdN=S
nodes,while therestwill holdhalf or twiceof that[10].

A virtual nodespacegivesus the �e xibility to make lo-
calizedadjustmentsuponjoining andleaving. Uponjoining,
thenewly joinedsitewill initialize theversionnumbersand
thedataitemsto thoseof thesitesplitting its volume.Upon
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Figure 4. Example of cached read and write
quorum groups for a 4­dim hyper cube .

leaving, datatransferis necessaryonly if therecipient'sver-
sionsaresmallerthanthe leaving site's versions. Whena
server joinsor leavesthenetwork only its neighborsneedto
be informed. Thus,even thoughthe replicaspaceis static,
themappingof nodesto sitesallows arbitrarymutationsof
thenetwork throughpurelylocal recon�gurations.

7.4 Cachingquorum groups

Theresultingsystemusescachingto matchthelow laten-
ciesachieved with global views. Every site cachesa write
quorum. Sincea write quorumincludesa readcomponent,
sitesimplicitly cacheareadquorumaswell. Cachingaquo-
rum translatesto cachinga list of mappingsfrom subspace
rangesto site identities(a site's identity is the tuple of its
network addressandport number).Notethattheamountof
statecachedfor a write quorumis smallerthanwith global
views,whereeachserverknowsthefull mappingof replicas
in thenetwork.

Whena reador write requestarrivesat a site, thecorre-
spondingquorumcachedat the site is used. Someof the
mappingscachedfor a quorumgroupmay be staledueto
zonereassignmentstrigeredby membershipchanges.Stale
mappingsaredetectedby timing out, or by confrontingthe
cachedmappingwith theactualmapping.Mappingsarere-
freshedby identifying thecorrectmappingusinghypercube
routing in the overlay network. This is re�ected in latency
overheadandincreasednumberof messages.However, re-
freshinga stalecachedmappingdoesnot necessarilyincur
full hypercuberouting.For all practicalpurposes,refreshing
anentryincursoneor atmosttwo overlayhops.

We illustratethis in Figure4 with a 24 d-space,andex-
amplesof cachedquorumsatoneof theservers(assumethat
therealso16 serversin the network, andthat eachnodeis
mappedto a differentserver). For every nodein a cached
quorumthereareothercachednodesin its proximity. For
instance,if the mappingof node14 needsto be refreshed,
we canoptimizethe routing by startingat node6 which is
only onehop away andhasjust beenvalidated. Similarly,
nodes2, 8, 9 and 12 are within two hopsfrom 14. The



overall costof keepingcachedquorumsup-to-datein light
of membershipchangesis low, and the approachapproxi-
matesthe performanceof global views even for high rates
of changes.Notethatif therearenomembershipchangesin
thenetwork, cachedquorumsareconstantlyup-to-dateand
theperformancepenaltyis null.

7.5 Fault tolerance

Virtualizingthenodespaceenablessitesto join andleave
thestructurewithout invalidatingexisting quorums(by cre-
atingholesin thestructure),or requiringa global recon�g-
urationmechanism.Faulty sitesthatdo not recover (or re-
cover too late) canalsobe eliminatedthroughlocal recon-
�guration.

With quorumconsensusschemes,transientfailuresre-
quire no specialtreatment. If a site fails andrecovers too
late, or doesnot recover at all, the failure is considered
permanent.Sitesthat fail permanentlyandrecover subse-
quentlymustjoin thestructureanew beforefurtherprocess-
ing requests.Thedataandassociatedversionshostedby the
permanentlyfailing site are lost and cannotbe recovered.
To ensureconsistency, theneighborthattakesover thesub-
spaceandthelock will needto performareadoperationfor
thereassigneddataitems.

8 Concluding remarks

We have describedd-space,a replica control protocol
using quorumconsensuson replicaslogically arrangedin
multi-dimensionalspaces. D-spaceis a generalizationof
theGrid protocolto multiple dimensions.It is alsorecipro-
cal to Grid in thesensethatit de�nesinvertedreadandwrite
quorumgroupswith respectto subspacecovers.

The centralargumentof our study is that d-spacequo-
rumsoffer a �e xible way to build protocolswith ideal bal-
ancesof low communicationcomplexity andhighavailabil-
ity. First, d-spacesallow the more frequentread opera-
tionsto executeef�ciently , at a limited andcontrollableex-
penseof morerarelyexecutedwrite operations.This leads
to our �rst result: for any given read/writeaccessratio, a
d-spacecanbe con�gured to give optimal communication
complexity. Second,readoperationscanbe performedef-
�ciently without adverselyaffecting the availability of up-
dates. To our knowledge,the quality of trade-off between
readef�ciency and updateavailability of our approachis
notmatchedby existingquorumprotocols.Surprisingly, for
high accessratios the availability of updatescan approxi-
mateor evenmatchtheavailability of readoperations.

Existingstructuredquorumschemesarebasedon global
views. This allows goodaccesslatenciesbut hurts a pro-
tocol's adaptivity, as it must rely on heavyweight global
recon�gurationmechanisms.We show how to implement

lightweight d-spacerecon�gurationthrougha combination
of local informationandcachingof globalviews.
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