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Abstract

We described-spacesa replicacontmol protocolde ned
in termsof quorumsetson multi-dimensionalogical struc-
tures. Our work is motivatedby asymmetricabccesat-
terns,whele the numberof readaccesseso data are dom-
inant relative to updateaccessesi,e. whete the protocols
shouldbe read-fev write-many D -spacesare optimal with
respectto quorumgroup sizes. The quality of the trade-
off betweenread efciency and updateavailability is not
matded by existing quorum protocols. We also propose
a novel schemefor implementingd-spacesthat combines
caching andlocal informationto provide a best-effort form
of global views. Thisallows quorumrecon guration to be
lightweightwithout impactingaccesdatencies,evenwhen
therate of membeship changesis veryhigh.

1 Intr oduction

This paperpresentsa nev quorum protocol basedon
multi-dimensionallogical structurescalled d-spaces Our
work is motivated by two dominant characteristicsof
presentlydeployed peerto-peer (P2P) infrastructuresand
proposedverlaynetworks[10, 14, 11]. First, datareadsac-
countfor the vastmajority of accesseto itemsexportedby
P2PservicesPresenthdeployedP2P le-sharing utilities t
this description with the vastmajority of dataexportedby
participantsunalteredafter creation. Secondactive partici-
pationin suchnetworksis highly transientwith users/sites
frequentlyjoining andleaving the service[12].

Use of d-spacequorumsprovides the following adwan-
tages:

They provide a better combinationof efciency and
availability than existing methods. In particular a d-

spacecanbecon guredto give optimalcommunication
compleity (quorumsetsizes)for ary givenread/write
accessatio, without compromisingavailability.

Their useof localinformationallows muchmore e xi-

bility thanapproachebasedn globalviews. Oneim-
plicationof this e xibility is thatmembershighanges
do notrequireglobalrecon gurationphases.

We supportone-coly equivalenceg4] andserializableex-
ecutions. Together thesegive us one-coy serializability
which s alsothe correctnessriteriasupportedy theread-
onewrite-all approachlROWA) [2], the quorumconsensus
schemd6], andthe availablecopiesmethod[7].

Supportingone-coy equivalenceimpliesthatall copies
of an objectshouldappearasa singleitem to clients. Ef-
ciency requiresthat only a small fraction of the setof all
copiesbe accesseduringary reador write operation.This
is especiallyimportantfor read operationswhich tend to
representhe dominantwrite accessefor mostapplication
classes.Finally, we would like to achieze both strict con-
sisteny and operationalef ciency without sacri cing the
availability of data,asthis is the mainreasorfor datarepli-
cation.All theserequirementg¢readef ciency, updateavail-
ability, andstrict correctnesshold for applicationsthatbe-
longto theclassicalistributedsystemslomainevenasthey
arebeingmigratedor re-engineeredb work in a P2Pervi-
ronment.For instancedistributeddatabaseis onesuchap-
plication domain,andthe PIER project[8] a notableeffort
in this direction.

Thereis acleartrade-of betweertheef ciency of aquo-
rum protocolandits operationabvailability. Thebreak-een
point dependprimarily onthelogical structure(or thelack
thereof)thatarrangegarticipatingsites.We arguethatpro-
tocols basedon d-spacequorumsare superiorto existing
protocolshothin termsof ef ciency andin availability.

The remainderof this paperis structuredasfollows. In
Section2 we briey describeexisting quorum protocols
with emphasison structuredquorums. Section3 de nes
d-spacesa quorumconsensuseplica control protocol on
multi-dimensionalspaces. In Section4 we shov that the
protocolis optimalwith respecto communicatiorcomple-
ity (efciency). In Section5 we analyzethe d-spaceoper
ational availability. Section6 contrastgthe protocol's per
formancewith two well known replicacontrol protocols.A
lightweightrecon gurationmechanisnthatcombinedocal



informationandglobalviews is discussedn Section7. We
summarizeour ndings andconcludethepapetin Section8.

2 Relatedwork

Synchronizatiorin quorum-basedeplica control proto-
colstakesplaceby de ning groupsof sitesthatneedio agree
beforelaunchingan actvity, andrequiringthe intersection
of groupsde nedfor con icting actuvities. A readoperation
on a copy con icts with all write operationson ary copy
of the object. A write operationon a copy con icts with
all readandwrite operations.We will referto the groupof
sitesneededo performaread(write) operationasthe quo-
rum groupfor thatoperation.The collectionof read(write)
quorumgroupsis called a read (write) quorumset. Thus,
ary elemenbof areadquorumsetmustintersectll elements
of awrite quorumset,which in turn mustintersectamong
themselesin a pairwisefashion.

2.1 Voting

Gifford de nes quorumsetsin terms of weightedvot-
ing [6] for synchronizingconcurrenaiccesset® sharedles.
If thetotalnumberof votesis v , v, votesareneededo read
a le, andv,, votesareneededo write a le, suchthat (i)
Ve + vy > vand(ii) 2vy, > V.

Thomasde nes majority quorumsas quorum setsfor
whicheachquorumgroupcontainsamajority of copieq15].
Again, this is a specialcaseof weightedvoting for which
Vi = Wy = bv=2c + 1. This assignmenprovidesthe best
symmetricavailability for readandwrite operations.

2.2 Structuredquorums

Quorum sets de ned on logical structuresuse struc-
tural informationto de ne intersectingguorumgroups.We
briey presenthe Grid protocol,the tree protocol,andthe
hierarchicalquorumconsensugprotocol.

Cheungel al. de ned a replica control protocol using
quorumson a 2-dimensionalgrid [5]. Quorumgroupsfor
readoperationsconsistof oneline, andquorumgroupsfor
write operationsconsistof oneline and one column. The
authorsobsere that insteadof a line, for both read and
write quorums,a more relaxed con guration that requires
onenodein eachcolumncanbe emploed. The Grid pro-
tocol haslow communicationcosts(O(' N)), andis best
suitedfor scenariosvherethe frequenyg of readandwrite
operationsare on the sameorder Mary variantsandim-
provementsof the Grid protocolhave sincebeenproposed
by theresearcltcommunity

The tree protocol proposedby Agrawal and El Abbadi
organizesthe setof copiesin a binary treewith logN lev-
els[1]. A quorumgroupis formedby includingall the sites

in somearbitrarypathfrom therootto aleaf. Thetreepro-

tocol hasthelowestmessageompleity (O(log N )) among
all structuredquorumschemesassumingio sitefailures.In

the presenceof failures,the algorithm degradesgracefully
asprogressiely moresitesareinvolvedin a quorumgroup,
for a maximumof N=2. The approachis lessappealing
when consideringthe distribution of accessesver the set
of copies.Therootsiteis partof all guorumgroups(assum-
ing no failures),while aleaf siteis partof N=2 timesfewer
guorumgroups.Thetreeprotocolis nottruly distributedand
emplo/saweakform of decentralizatiomo ensuresxclusion
of accesses.

Kumarextendsweightedvotingto votingonmultiple lev-
els of a hierarcly comprisingthe setof all replicas[9]. In
contrastto the tree protocol, physical copiesof objectsare
storedonly at the leaves of the tree, while all otherlevels
sene alogical groupingpurposeln effect, theprotocolper
forms a hierarchicalpartitioningof thereplicaset. Givena
perfectlybalancedreewith m + 1 levels (with theroot on
level 0 andreplicason level m) suchthata nodeoblevel i
hasl;.; children,the overall numberof replicasis i";l l;.
A nodeassemblednleveli mustin turnrecursvely assem-
bleris; (wj+1 ) ofitsli+; childrennodesonleveli + 1fora
read(write) quorumgroup. Theroot nodeis partof all read
(write) quorumgroups. The quorumintersectioncondition
is satis edif (i) r; + w; > I;, and(ii) 2w; > |; for all levels
i = 1::m.

A readquorumgroupde ne@bbythehierarchicahuorum

consensuschem%onsistsof . ri copies,anda write

guorumgroupsof im:l w; copies.Optimalquorumgroup
sizesare obtainedfor the hierarchicalconsensusnethod
wheneachgroup containsthreesubgroupsj.e. I; = 3. In
this casesymmetricaljuorumgroupsconsistof N 2-63 sites.
The methodallows for imbalancedquorumgroupsfor read
andwrite operationgo be speci ed. For thesereasonsve
have chosenit to contrastthe performanceand availability

of thed-spaceapproach.

3 D-spacequorums

We de ne quorumgroupson multi-dimensionalspaces
andshav how read-fev write-mary replica control proto-
colscanbeimplementediusingour method.

3.1 De nition

Assumewe have N replicasof a dataitem arrangedn a
d-dimensionaldiscretespaceD, andthat(sachdimensioni
in D isindexedfrom 1 ton;, i.e. N = idzl ni. D isan
abstracspaceandtheN replicasdo not necessarilycorre-
spondto physical copies. For this reasonwe will referto
replicasas nodesandnot sites In Section7.2 we discuss
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Figure 1. Example of 3-space read and write
quorum groups. a) A read quorum (R or R9
inter sects all write quorums. A write quorum
(W or W9 inter sects all read quorums and all
other write quorums. b) A cover of a plane
(lled points) can be used instead of the plane .

how nodesare mappedto sites. Until thenwe assumehat
nodegreplicas)aresites(seners).
We choosek of the d dimensionsin D, and let

V=f(X1;ZI:;Xd)2DA(X]“ =Vjt)t=1:::d k9 (2)

Subspaced andV overlapandtheirintersectioris mini-
mal. Thereexistsasinglepoint(node)commonto U andV .

space,U andV represenintersectinglines parallelto the
two axes.NotethatU andV factorizespaceD in thesense
thatjDj=jUjjV]j. Thuseachof the two subspacesontains
considerablyfewer nodesthatthe original spaceD . In par

ticular, thesumjUj + jVj is minimizedwhenjUj = jVj.

LetareadquorumgroupbeV, andawrite quorumgroup
beV [ U. Any two write quorumgroupsintersectandary
readquorumgroupintersectsary otherwrite quorumgroup.
The quorumintersectiorpropertyis satis ed andreadsand
writes are serializable.In particular one-coly serializabil-
ity [3] is guaranteedOn the left side of Figure1 we illus-
trate readand write quorumgroupsfor a 3-spacequorum
set. A readquorumrequires3 nodes,anda write quorum
requires9 + 2 = 11 nodes. For a 3-spacethereexists an-
otherspacdactorization(0 versus3 dimensionsyhichis in
effect ROWA.

For clarity of expositionwe will assumehereafterthat
the extensionof the replicaspaceis the samealongall di-
mensionsj.e. n; = N@ foralli = 1:::d. All theresults
presented¢aneasilybe extendedto accountfor the general
caseformally de ned abore. Given the new constraints,
the replica spacebecomesa regular d-dimensionalspace,

with spaceV containingN(kT pointsand spaceU contain-
ing N T points. A readquorumgroupwill thusconsist
of N ¢ nodeswhile a write quorumgroup will consistof
N&+ N 1nodes.

3.2 The Read-FewWrite-Many approach

More interestindor distributedsystemsarequorumssets
that are highly asymmetricalj.e. for which d is relatively
high comparedto k. We call this instantiationof d-space
guorum setsthe read-fav write-manyapproach(RFWM).
Onesuchinstanceis given by readquorumgroupsconsist-
ing eachof N T nodes(a line), and write quorumgroups
consistingeachof N F+NS 1 nodegaline andahyper
plane).For easeof presentationve will alsorefertoN ¢ as
aline andtoN “= asa hyperplane.

Read-fev write-mary replica control protocols are
amenablgo scenarioswvherethe frequeny of readopera-
tions is ordersof magnitudehigherthanthe frequeng of
write operations.We call the ratio of frequenciedor read
andwrite operationgheread/writeaccesgatio. The com-
municationcompleity of a replicacontrol protocolis the
expectednumberof replicasto be contactedber operation.
Ourgoalis to minimizethe protocol's communicatiorcom-
plexity, irrespectve of operationtype (i.e. reador write).
Thereforetheratio of quorumgroupsizesfor readandwrite
operationsshouldbe inverseto the read/writeaccesgatio.
By wr we denotetheratio of the write quorumsizeto the
readquorumsize.When ,, equalgheread/writeaccessa-
tio, thecommunicatiorcompleity of aread-fev write mary
replica control protocolis minimized. Any proportion of
readandwrite operationscanbe modeledby choosingap-
propriatevaluesfor k andd (or more generally for d and
dimensionextension; ).

Althoughwe have de ned readandwrite quorumgroups
in termsof projective subspaceghe setof N “T* nodesin
awrite quorumgroupneednot strictly conformto the def-
inition. We allow ary cover of a hyperplaneto actasthe
secondcomponenbf a write quorumgroup. A cover of a
hyperplaneis ary setof points suchthat their projection
covers the whole hyperplane. For our discretespacewe
areinterestedn the minimal cover of a hyperplane,i.e. a
coverhaving exactly N % points.Relaxingawrite quorum
groupto a line combinedwith the cover of a hyperplane
greatlyimprovestheavailability of write operationsOnthe
right sideof Figurel we shaov a(minimal) coverfor aplane
thatcanbe partof a 3-spacewrite quorumgroup. Note that
ary of the threeplanesparallelto the baseof the cubeis
coveredby the cover shown.

As an exampleof a RFWM replicacontrol protocolus-
ing quorumconsensu®n d-spaceswe note the classical
approaclof usingversionnumbergo identify the latestup-
date,andlocking to enforcemutualexclusion.



4 Optimality of communication complexity

As notedabore we expectreadandwrite quorumgroup
sizesto beinverselyproportionalto theaccesd$requengy for
the correspondingoperations. We argue that replica con-
trol protocolsusing d-spacegprovide optimal communica-
tion complity, i.e. readandwrite quorumsizesare mini-
mal for a givenaccessgatio. We requirethe following con-
straintson ary quorumsetde ned on d-spaces:

QS1 Eachread(write) quorumgroupin the sethasr (w)
nodes. The condition ensureghat the messageom-
plexity of an operationis independentf the quorum
groupchosen.

QS2 Eachnodeappearsn atleastonequorumgroup. The
conditionensureshatall copiesareusedeffectively.

QS3 Eachnodeis containedin the samenumberof read
(write) quorumgroups.The conditionensuresiniform
load sharingover the setof all copies(assumingquo-
rumgroupsareselectediniformly atrandonmwhenper
forming operations).

GivenconditionsQS1-3,Theoreml stateghe optimality
of the approach. The following lemmawill help us prove
thetheorem.

Lemma 1. A setW that intersectsall elementsf a read
quorum set satisfying conditions QS1-3containsat least
w = N=r elements.

Proof. Assumeeachnodeis containedin g distinct read
quorumgroups(by QS3). We also have thatg > 0 (by
QS2). Thetotal numberof nodesconsideringall duplicates
asdistinctelementsijs gN . Sincetherearer nodesn each
readquorumgroup(by QS1),therearegN =r readgroupsin
thereadquorumset.

We constructW startingwith theemptyset,suchthatW
intersectsall gN=r readquorumgroups.Every nodeadded
to W is containedn exactly g of the readquorumgroups,
and ensureghe intersectionof W with the corresponding
groups.Thus,with theadditionof onenodewe cancoverthe
intersectionof W with at mostg groupsin the quorumset.
Sincethereare gN=r quorumgroups,at leastN=r nodes
needbeaddedo W to cover its intersectiorwith all groups
in thereadquorumset. O

Theorem 1. Readquorumsetsde ned usingd-spacesare
optimalwith respecto quorumgroupsizefor anyread/write
accesgatio . Write quorumsetsare optimal within a
factorof 2.

Proof. Letk andd besuchthatsuchthatN ‘& ) N & wr -
Wede ne d-spaceeadquorumgroupsof sizeN @ andwrite
quorumgroupsof sizeN &+ N 1intheusualmanner

We have that (N &+ N 1)=N ¢ = O(w=r), andthe
guorumssatisfythe read/writeaccessatio.

A readquorumgroupcontainsN ¢ nodes. Every node
appearsn exactly oneof the readquorumgroups(g = 1).
In fact,thereadquorumsetde nes a partitionon the setof
all copieswhereeachmemberof the partitionhasthe same
numberof nodes.ConditionsQS1-3arethussatis edandby
Lemmal we have thatwrite quorumgroupsmustcontainat
leastN “" elements.SinceN ¢ + N“== 1 2N ‘&
(assumingk d k), we have thatwrite quorumgroups
arewithin afactorof 2 from the optimalsize.

ReadgquorumgroupscannotcontainlessthanN ¢ nodes
sincethat would proportionatelyincreasethe size of write
qguorums(as given by Lemma1l). This would breakthe
read/writeaccesgatio. Thus,readquorumgroupsare op-
timal with respecto size. O

We describehowv k andd canbe chosensuchthat the
accessatioconditionis satis ed. GivenN nodesandaccess
ratio r, we arelooking for quorumsizesfor write and
readoperationsw andr, suchthat (i) w.,= N=r, and(ii)

wr = W=r. Thuswe have thatw = " N , andr =

N= . N canbefactorizedn thelist of its primefactors.
Thelist canthenbe partitionedin two sublistssuchthatthe
multiplication of prime factorsin onelist approximatesv,
andin the secondist approximates.

Givenw andr, valuesfor k andd caneasilybeidenti ed
suchthatN & approximates, andN & + N 1 approx-
imatesw. For the generalcase wherethe extensionof the
replicaspacedoesnot have to be the samealongall dimen-
sions,we have more e xibility in choosingthe parameters.
If N hasfew primefactors(e.g.N is aprimenumbeiitself),
aneighboringnumberof N canbefactorizedinsteadof N .
In this case afew holeswill bepresenin thestructureand
guorumgroupscontainingthe holeswill notbeoperational.
In Section7.2 we discusshow nodescan be mappedonto
sitessuchthatN is choseratwill, andany numberof phys-
ical copiesis naturallyaccommodated.

5 Availability analysis

Fault toleranceis re ected in the availability of the last
update(dataavailability), and the availability of readand
write operations.We establishitheseavailabilities next. We
assumehat the network is reliable, nodefailuresare both
independentaindfail-stop[13], andall nodesare identical.
Let p betheprobabilityof a nodebeingoperationalj.e. the
nodes availability. Givenp, theprobabilityof nding m op-
erationalnodesamongtheN nodesds givenby thebinomial
distribution:

B(N;m; p) = pm@ pN ™ ©)

m



5.1 Readavailability

The availability of readoperationds the probability that
the operation concludessuccessfully assumingno state
changewhile it is in progress.Readoperationsarerobust:
ary line of N ¢ nodesneedso be operationafor areadto
succeed.ThereareN ‘7 candidatelines to choosefrom.
A line is availablewith probabilitypN ¢, while m selected
linesareavailablewith probability:

jine (M) = p™ # 4)

Knowing that thereare N T potentiallines to choose
from, the availability of readoperationss givenby:

d k
EFWM =1 (1 line (1))N o

Cdk )
1 (l pN E)NT

5.2 Write availability

ROWA is deemedunsatisfctory dueto its stringentre-
quirementthat all copiesbe available whene&er an update
occurs. The read-fev write-mary approachapproximates
ROWA from the read ef ciency standpoint,and dramati-
cally improves over its write availability. The availability
of write operationss the probability thatthe operationcon-
cludessuccessfullyassumingio statechangesvhile it is in
progress A write is successfuif oneline of N ¢ nodesto-
getherwith a cover of a hyperplaneof N “T* nodescanbe
accessedNote that sincethe line alreadycoversonenode
in thehyperplane,only N “T“  1nodesneedto befurther
covered.More generallyawrite is successfuif m linesand
acoverof N “=° m nodesareoperational.

The cover of a hyperplane of m nodesis available if
thereis at leastone available nodein eachof the m cor-
respondindines. We furtherrequirethateachsuchline not
befully available. At leastonenode,but notall of them,is
availablein aline with probability:

k
N3 1

N&;m;
- BN @ m; p) ©)

pointC =

The availability of a hyperplane cover of m selected
nodess:
planeC (m) = ( pointC )m
K K Q)
=@ poa pthnm

To computethe availability of write operationswe add
theprobabilitiesfor all combination®f m availablelines(4)
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Figure 2. Operation availability for DSP, HQC

and GRID with 6;561nodes and , = 81
andN ‘=" m additionalnodesavailablein acover (7):
Nx%
d k
N 4k
\éVFWM = md line (m) planeC (N d m)
m=1

= ( line (1) + planeC (1))N % planeC (N %)

=@ @ phonT
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6 D-spacesGrid, and HQC

We comparethe communicationcompleity and opera-
tion availability of the d-space(DSP), Grid (GRID), and
hierarchicalguorumconsensugHQC) methods. We only
examineskewed scenariosywherereadoperationglominate
accesse® data.

HQC is optimalwheneachlogical groupis decomposed
in threesubgroupsandthe resultinghierarcly is perfectly
balanced.We choosethe numberof nodeswith respecto
suchcriteria,i.e. N = 3™ (I; = 3). Further thequorums
in HQC weredistributedat eachlevel suchthatwrite avail-
ability is optimizedsinceupdatesarethe critical component
with respecto failures(i.e. consistentlyhaving lower avail-
ability thanreadoperations).

6.1 Fault tolerance: operational availability

Figure 2 shaws the readandwrite availability asa func-
tion of nodereliability for d-spacesgrids, andhierarchical
guorumconsensust; 561 nodesareconsideredandthe ac-
cessratio modeledis , = 81 Theoverall availability of
a protocolis establishedy the curve thathaspooreravail-
ability amongthe readandwrite cures. For all threepro-
tocolsconsideredeadsalwayshave betteravailability than



updates. Thus, DSP cantoleratehigher degreeof failures
thanbothGRID andHQC.

GRID hasthe poorestavailability for the con guration
showvn in Figure 2. The Grid protocol targets symmetri-
cal scenariogor which the expectedfrequeng of readand
write operationdgs approximatehthesame( , 1). The
d-spaceprotocolis a generalizatiorof Grid to multiple di-
mensions. It is alsoreciprocalto Grid in the sensethat it
de nes inverted quorum groupswith respectto subspace
covers. Thesetwo propertiesenableit to deliver good up-
date availability even when readsoccur ordersof magni-
tude more often than updates. If the frequeng of execut-
ing readandwrite operationgs substantiallydifferent,quo-
rumsshouldbe de ned usingthe d-spaceapproachpther
wisethey shouldbede ned usingthe Grid approach.

6.2 Efciency: communicationcomplexity

We amguedthat d-spacequorumsetshave optimal mes-
sagecompl«ity for any accesgatio. We now shav how
communicatiorcostsfor the hierarchicalguorumconsensus
relateto d-spaces Grid hasthe samecommunicatiorcom-
plexity asd-spaces.

In Figure 2 we labeledthe availability curvesusingthe
numberof nodesin the readandwrite quorumgroups. For
the con guration shavn, HQC hasreadandwrite quorums
thatarealmostdoublein sizeascomparedo d-spacegor
Grid). More generallyit canbeshawn thatthe costratio for
readoperationsn HQC versusDSPis givenby:

N logg (%) N 013

R = 9)
wr wr
while for write operationss givenby:
W= R (10)

wr + l

We shaw in Figure3 how theef ciency of HQC andDSP
relateto eachotheras a function of systemsize, for read
andwrite operationsandaccesgatios9, 81, and729. For
agiven ,, theratioof communicatiorcostsfor bothread
andwrite operationgrows with N . Thus, the d-spaceap-
proachscaledetterthanHQC. ImplementingRFWM using
d-spacegesultsin a messageomplity 2-3 timeslower
thanimplementingit usinghierarchicalquorumconsensus.
Besidesaving network resourceghis also materializesin
bettedoadsharingatsitesholdingcopiesandincreasedys-
temthroughput.Theexpectedncreasen systenthroughput
is proportionalto R for readoperationsand W for write
operations.

7 Quorum recon guration

P2P systemsare highly volatile networks in the sense
thattherateof membershighangegusers/sitegining and
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Figure 3. Communication comple xity ratio

(HQC/DSP) for read and write operations.

leaving the system)is very high. A siteleaving the network
canmale atleastonequorumunavailable. Mechanismsre
neededo recon gure quorumgroupson the d-spacestruc-
ture (or the d-spacestructureitself) suchthatdeadlocksce-
narioswhenquorumgroupscanno longerbeassembledre
avoided. Existing approachesiseglobal knowledgeto re-
con gure quorumgroups.In orderto consistentlyestablish
a new globalview, global agreements requiredusuallyin
theform of having to gathera write quorum.Globalknowl-
edge,evenin limited formsis not a feasibleoptionfor P2P
networksthatexperiencdrequentmembershighanges.

7.1 Global view vs. local information

Thefactthatlogically-structuredjuorumapproacheare
not accommodatingo mutations(recon guring the space,
addingor remaving nodesindividually or in group)is inher
entto its global view of a logical structure. Flexibility is
sacri ced for the sale of efciency. At the otherextreme,
similar structuresare maintainedby the CAN overlay net-
work [10] to route amongparticipantsin peerto-peernet-
works. CAN lacksaglobalview andusedocal information
(eachsitesknowsits 2d immediateneighbors}o arrangethe
sitesin ad-dimensionatorus.

Recon gurationcan be localizedif only local informa-
tion is usedto route paclets. However lateng is hurtasan
isolatedremotecontactfor anodein CAN networksrequires
O(dN %) incrementahopstoward the destination.The la-
teng/ to accessa quorumgroupin d-spaceswith local in-
formationis given by the size of the correspondingyroup,
i.e. N ¢ for readsandN @ + N& 1 for updates.Even
thoughquorumsizesarethesameirrespectve of implemen-
tation choice (global view or local information), the high
lateng of the latter makesit prohibitive asa supportmech-
anismfor implementingstructuredquorums. Further the
messageompleity of thelocal informationapproachalso



increasessincrementaforwardingis requiredto reachar
bitrary nodesn the overlay network.

Node spacevirtualization providesa local alternatve to
global recon guration protocols. The methodde nes the
nodespacdndependenstf the setof sitesholdingthe physi-
cal copies.Local informationis combinedwith a best-efort
form of global views to achieve seeminglycontradicting
goals: lightweight local recon gurationsand good global
latencies.

7.2 Virtualizing the d-space

Thoughwe have heretoforeassumedhat they werethe
same thereareadvantageso makinga distinctionbetween
thereplica(node)spaceandthesetof sites(seners)hosting
the physical copies.Which replicasarehostedby senersis
givenby themappingprocedure.

A sener can host more than one replica; a replicais
hostedby exactly onesener. Replicasform a pre-de ned
andstaticd-space.Thereplicaspaceis virtual in the sense
that thereis no one-to-onecorrespondencbetweennodes
and physical copiesof a dataitem. Instead,all nodes
mappedo a site correspondo one physical copy. Seners
form a dynamic(with respecto membershigchangespand
unstructuregpace Thus,thesenerspacds thesameasthe
spaceof physical copies,andthereis a mary-to-onehost-
ing relationshipamongnodesandseners. Datavaluesand
versionnumberof replicasmappedo asenerareautomat-
ically keptconsistenatall times.

Thereplicaspaces very large, suchthat the numberof
siteswill never matchthe numberof nodesandwill feature
high dimensionality For instanceN = 29 with d x ed(32
for instance)and the d-spacebecomesa hypercube. Each
nodehasexactly d neighborsin the replicaspace,andthe
shortespathbetweerary two nodesis boundedy d.

7.3 Joining and leaving the structure

A site hasas mary neighboringsitesas de ned by the
mappingof nodesto sites. Two sitesare neighboringeach
otherin the sener spaceif andonly if they hostneighbor
ing nodesin the hypercubereplicaspace. Whenssitesjoin
or leave the structure we usehypercuberouting to forward
requestsn the network, anda protocolsimilarto CAN's for
splitting andmeging the zones(subspacesissignedo af-
fectedsites. Giventhe numberof sitesin the systemS, the
assignmenprotocol can perform an almost perfectly bal-
ancedmappingof nodego sites:90%of siteswill holdN=S
nodeswhile therestwill hold half or twice of that[10].

A virtual nodespacegivesusthe e xibility to make lo-
calizedadjustmentsiponjoining andleaving. Uponjoining,
thenewly joinedsitewill initialize the versionnumbersand
the dataitemsto thoseof the site splitting its volume. Upon

Figure 4. Example of cached read and write
quorum groups for a 4-dim hypercube.

leaving, datatransferis necessargnly if therecipientsver-
sionsare smallerthanthe leaving site's versions. Whena
senerjoinsor leavesthe network only its neighborseedto
be informed. Thus,eventhoughthereplicaspaces static,
the mappingof nodesto sitesallows arbitrary mutationsof
thenetwork throughpurelylocal recon gurations.

7.4 Cachingquorum groups

Theresultingsystenusescachingto matchthelow laten-
ciesachieved with global views. Every site cachesa write
guorum. Sincea write quorumincludesa readcomponent,
sitesimplicitly cacheareadquorumaswell. Cachingaquo-
rum translatego cachinga list of mappingsfrom subspace
rangesto site identities(a site's identity is the tuple of its
network addresandport number).Notethatthe amountof
statecachedor a write quorumis smallerthanwith global
views, whereeachsener knowsthefull mappingof replicas
in the network.

Whena reador write requestarrivesat a site, the corre-
spondingquorumcachedat the site is used. Someof the
mappingscachedfor a quorumgroup may be staledueto
zonereassignmentgigeredby membershigghanges Stale
mappingsaredetectedoy timing out, or by confrontingthe
cachedmappingwith the actualmapping.Mappingsarere-
freshedby identifying the correctmappingusinghypercube
routingin the overlay network. Thisis re ectedin latengy
overheadandincreasechumberof messagesHowever, re-
freshinga stalecachedmappingdoesnot necessarilyncur
full hypercubeouting. For all practicalpurposestefreshing
anentryincursoneor at mosttwo overlay hops.

We illustratethis in Figure4 with a 2* d-space andex-
amplesof cachedquorumsatoneof theseners(assumehat
therealso 16 senersin the network, andthat eachnodeis
mappedto a differentsener). For every nodein a cached
guorumthereare othercachednodesin its proximity. For
instance jf the mappingof node 14 needsto be refreshed,
we canoptimizethe routing by startingat node6 which is
only one hop away and hasjust beenvalidated. Similarly,
nodes2, 8, 9 and 12 are within two hopsfrom 14. The



overall costof keepingcachedquorumsup-to-datein light

of membershipchangess low, and the approachapproxi-
matesthe performanceof global views even for high rates
of changesNotethatif thereareno membershigghangesn

the network, cachedgquorumsare constantlyup-to-dateand
the performanceenaltyis null.

7.5 Fault tolerance

Virtualizingthenodespacesnablesitesto join andleave
the structurewithoutinvalidatingexisting quorums(by cre-
ating holesin the structure),or requiringa globalrecon g-
urationmechanism.Faulty sitesthatdo not recover (or re-
cover too late) canalsobe eliminatedthroughlocal recon-

guration.

With quorum consensuschemestransientfailuresre-
quire no specialtreatment. If a site fails andrecoverstoo
late, or doesnot recover at all, the failure is considered
permanent.Sitesthat fail permanentlyand recover subse-
quentlymustjoin the structureanev beforefurtherprocess-
ing requestsThedataandassociategtersionshostedoy the
permanentlyfailing site are lost and cannotbe recovered.
To ensureconsisteny, the neighborthattakesover the sub-
spaceandthelock will needto performareadoperationfor
thereassignedataitems.

8 Concluding remarks

We have describedd-space,a replica control protocol
using quorumconsensu®n replicaslogically arrangedn
multi-dimensionalspaces. D -spaceis a generalizatiorof
the Grid protocolto multiple dimensionslt is alsorecipro-
calto Grid in thesensehatit de nesinvertedreadandwrite
quorumgroupswith respecto subspaceovers.

The centralargumentof our studyis that d-spacequo-
rumsoffer a e xible way to build protocolswith ideal bal-
ancef low communicatiorcompleity andhigh availabil-
ity. First, d-spacesallow the more frequentread opera-
tionsto executeef ciently, atalimited andcontrollableex-
penseof morerarely executedwrite operations.This leads
to our rst result: for ary given read/writeaccesgatio, a
d-spacecan be con gured to give optimal communication
complity. Secondreadoperationscanbe performedef-

ciently without adwerselyaffecting the availability of up-

dates. To our knowledge, the quality of trade-of between
read ef ciency and updateavailability of our approachis

notmatcheddy existing quorumprotocols.Surprisingly for

high accesgatios the availability of updatescan approxi-
mateor evenmatchthe availability of readoperations.

Existing structuredquorumschemesrebasedon global
views. This allows good accesdatenciesbut hurtsa pro-
tocol's adaptvity, asit mustrely on hearyweight global
recon gurationmechanisms.We shov how to implement

lightweight d-spacerecon gurationthrougha combination
of localinformationandcachingof globalviews.
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